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Outside Counsel

The Rising Risk of Ransomware And the Role
of the Legal Team

‘ veryone should expect
to be attacked.”

Those were the chill-

ing words of the FBI's

Mike Christman, a
cybercrime expert who discussed
the perils of ransomware during a
recent interview with 60 Minutes.

In a typical ransomware attack,
cybercriminals penetrate an orga-
nization’s internal information sys-
tems and encrypt the company’s
files, grinding regular operations
to a halt until a ransom is paid to
unlock everything.

IT departments are the first line
of defense when it comes to such
events, but unless the victimized
company can quickly quarantine
the infection and restore up-to-
date files from backups, the dis-
cussion will almost certainly be
reduced to a single, appalling
question: whether or not to pay.
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Leadership will then turn to the
legal team as they debate these
unappealing choices.

To make matters worse, compa-
nies inclined to pay the ransom
in the name of expediency may
not fully appreciate how such
payments may invite additional
attacks. Hackers often sell sto-
len information on the Dark Web,
fueling new and more effective
assaults based on that material.

A Growing Threat

It is notoriously difficult to track
data on ransomware and similar
criminal enterprises, as victims are
often hesitant to share informa-
tion with authorities. Nonetheless,
the U.S. Department of Homeland
Security reports that since 2016,
more than 4,000 ransomware
attacks have taken place daily.

While FBI data released this
spring suggests ransomware
attacks may be leveling-off, the
dollar losses from ransomware
and similar attacks continues to
grow, last year topping $1.3 bil-

Unless the victimized company
can quickly quarantine the infec-
tion and restore up-to-date files
from backups, the discussion
will almost certainly be reduced
to a single, appalling question:
whether or not to pay.

lion. It appears that cybercrimi-
nals are becoming more efficient,
shifting their assaults away from
individuals and instead targeting
corporations and municipalities
with deeper pockets.

A successful ransomware assault
will raise a variety of concerns,
impacting both operations and
reputation. For in-house com-
pany counsel, operational risks
will typically be front and center.
Companies that have not taken
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appropriate measures and which
are subsequently struck by ran-
somware will ultimately find them-
selves debating how long they can
be out of business.

Anatomy of an Attack

To best defend against such an
attack, it is essential to understand
how and when cybercriminals
initiate them. “Phishing” emails
are crafted by hackers to exploit
human failings and inattention,
and are broadly disseminated in
search of the easiest targets. The
more refined form of the attack,
known as “spear-phishing,” seeks
to gain specific insights from a des-
ignated victim, and hackers utilize
any number of tricks to increase
their success. To give their fraud-
ulent attack the appearance of
authenticity, they often employ
publicly-accessible information to
impersonate IT staff, organization
management, vendors or custom-
ers, mimicking trusted parties in
order to capture passwords, data
or financial information.

With the right data in hand, the
saboteurs can enter an organiza-
tion’s IT infrastructure, encrypting
essential business data to lock-out
legitimate users. Cybercriminals
can also threaten to reveal an
organization’s sensitive data to
competitors and customers. Once
a basis for extortion is established,
the next step is a ransom demand,
often to be paid in Bitcoin.

These tactics are exceptionally
effective during periods when
employees are interacting with
new, supposedly-trusted par-
ties. That means companies are
especially vulnerable during M&A
transactions, merger integrations,
or when onboarding new consul-
tants, clients or vendors. Vulner-
ability increases yet again if these
new relationships have been
announced in the media or through
public documents, such as Securi-
ties and Exchange Commission fil-
ings. Anecdotal evidence suggests
at least some cybercriminals are
actively tracking M&A transactions

The only proven way for an orga-

nization to beat a ransomware at-
tack is to ensure it never becomes
a victim in the first place.

and utilizing that information to
target victims. Hackers also know
that during time-sensitive or high-
profile events organizations may
be more willing to pay to make the
problem go away.

To Pay or Not to Pay

Perhaps surprisingly, most ran-
som payments do result in the
release of the captured systems
and data, presumably to ensure
that future victims will be incentiv-
ized to pay the ransoms. Evidently
the hackers’ guild can appreciate
their income will eventually dry up

if they do not produce the paid-for
result.

Yet be warned: payment may
not be the complete solution it
appears to be. In fact, payment
can encourage additional, and
even more refined attacks. As a
provider of information security
risk analysis and due diligence, |
review security and cyber-related
policies, practices, successes and
failures across a great many dif-
ferent businesses. In that role |
am frequently surprised that the
victims have not considered how
a breach and subsequent payment
has changed their threat land-
scape for the worse. Within days
of a successful attack, news of a
company’s willingness to meet the
extortion demands can spread on
the Dark Web. Worse, the penetra-
tion can reveal entirely new vulner-
abilities that may also be shared
with others, permitting a second
and third wave of online bandits
to descend and re-victimize the
organization.

Meanwhile, a handful of com-
panies have held themselves out
as providing software solutions
to ransomware, claiming they
can help victims regain access to
data and computer systems with-
out paying the extortionists. Pro
Publica recently exposed two such
companies, finding they were sim-
ply paying the hackers on behalf of
their corporate clients, and then
charging the victims a mark-up on
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those illicit transfers.

Finally, the true cost of ransom-
ware to an organizational victim
extends far beyond the cost of
the Bitcoin payment. Instead, it
includes productivity losses, busi-
ness disruption and reputational
harm that may extend to the loss
of client relationships. Even when
systems are decrypted as prom-
ised, organizations may still suffer
damage or loss of some data. Vic-
tim organizations are also likely to
engage in subsequent, and costly,
forensic investigation to examine
both the extent of that damage
and also the weaknesses that
allowed the successful attack.

Defensive Strategies

Every organization must bal-
ance security against business
efficiency and expediency. None-
theless, there are a number of high-
ly-recommended best practices
endorsed by the FBI's cybercrime
unit and other federal law enforce-
ment agencies. They fall into four
broad categories:

(1) Employee training. Employ-
ees are almost always the access
point that opens the door to ran-
somware attacks. Employees are
most likely to be approached by
someone imitating a trusted party
via email. But they may also be
engaged by phone, through a
webpage link or even regular snail
mail, and then induced to provide
information that can be used to

penetrate systems. Employee train-
ing should be required, regularly
updated and rigorous, for example
involving interactive online role-
playing that mimics methods of
an attack. In addition, employees
should be reminded of phishing
risks at times of increased vulner-
ability, such as M&A activity or
merger integrations.

(2) Compartmentalize system
access. Compartmentalization
ensures that even if an employee’s
credentials are stolen by a mali-
cious third party, the damage can
be limited to that employee’s own
access. For example, members of
the accounting department are
unlikely to need access to the legal
team’s files, directory or network
to complete their daily work. Con-
figuring these access controls and
limiting the use of administrator-
level access reduces the damage
that can be done by any single
breach. Organizations should
also consider providing employ-
ees “read-only” access, instead of
“write-access” for certain files and
directories, reducing opportuni-
ties for files to be encrypted by
hackers.

(3) Back-up/restore. Organiza-
tions should back up their data
regularly, at intervals based on
their risk appetite. Some corpo-
rations back-up daily, ensuring
that any ransomware attack only
leaves a few hours’ worth of their
most recent activity vulnerable to

loss by malicious encryption. Hav-
ing a clean back-up can eliminate
the threat of business disruption.
Organizations must verify the
integrity of those back-ups regu-
larly and ensure they are secured
appropriately—back-ups cannot
be connected to the computers
and networks they are meant to
protect.

(4) Software and technical
solutions. Other additional solu-
tions are relatively technical, from
the legal perspective, and best
suited for the experts of the IT
department. Nonetheless, they
are essential and include: regu-
larly patching operating systems
and software across all devices;
automatically updating antivirus
and anti-malware solutions; dis-
abling macro scripts from email;
and preventing programs from
executing from common ransom-
ware traps, such as zip files and
temporary folders supporting
internet browsers.

The only proven way for an
organization to beat a ransom-
ware attack is to ensure it nev-
er becomes a victim in the first
place.
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